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Connect to MOVEit Transfer using SFTP

The purpose of this guide is to demonstrate how to connect to the BLUE CROSS VT MOVEit Transfer site via a secure FTP client.

Select and download an SFTP client based on your organization’s IT policies. Use a search engine such as Google to find free downloadable tools.
See SFTP client tools supported by MovelT below. Note: BLUE CROSS VT does not assume responsibility for the security of software downloaded
from the internet.

The SFTP client tool WinSCP may be downloaded from the internet for free. Download from this link https://winscp.net/eng/download.php and
follow the installation instructions. See download hints and tips by clicking here.

The screen shots below are taken from the windows based SFTP client called “WinSCP”, the steps will be similar on most FTP Clients.


https://winscp.net/eng/download.php
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o Connect to the BLUE CROSS VT Moveit Transfer server (WinSCP as an example)
o  WIinSCP must be installed on your computer.
o Open WinSCP
o Click Session
o Select New Session

W Winscp - =] X
Local Mark Files Commands |Session |Options Remote Help
:@ New Session... CtrieN ]e"mgs Default v &~
B New Session
w & 2 |
<3 C OsDisk v New session (Ctrl+N)
Opens new session (hold down
C:A\Temp\test\ Shift to open session in new
window) :
Name Name Size:
€L ftory
= sites »
< > ¢ >

0Bof0Bin0of0
Not connected.
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o Update the fields on this screen to login to BLUE CROSS VT
=  From the File protocol drop down menu select SFTP
=  Type moveit.bcbsvt.com in the Host Name text box
= Select port 22
=  Type your MovelT Transfer user id in the User name box*
=  Type your MovelT Transfer password in the Password box*
= (Click Login
= *_Note: userid and password are the same as used when accessing moveit.bcbsvt.com over the internet

)

"®, Login

' New site Session
= deyetted @moveit. bcbswt. com File protocal:
testdid @moveit.bcbsvt.com
= testaa@m SFTP v
Hast name: Port number:
|moveit.bcbsvt.com | | 22 = |
User name: Password:
|deyetted—sﬁ:ptest | |ruuluuuluun |
Save |v
Tools - Manage b E] Login |v Close Help

Show Login dialog on startup and when the last session is dosed

B globdata.ini 2KB Configuration sett.
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o The first time connecting to the BLUE CROSS VT MOVEIT Transfer server, a prompt, as shown in the screenshot below will appear
asking to add the host key into the WinSCP cache.
o Click yes

warning_____________________________HE

i Continue connecting to an unknown server and add its host key to a

The server's host key was not found in the cache. You have no
guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprnt is:
RlE.FILE TR A TR L2

If you trust this host, press Yes. To connect without adding host key to
the cache, press No. To abandon the connection press Cancel,

| Yes I Mo Cancel Copy Key Help
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o If prompted for a password, no password is required. Click OK (password will be blank)

w Searching for host...

[ Connecting to host...
Authenticating...

Using username %

Password:

(o] [oms | [

o After the successful login, you will be presented your home directory where you can download or upload files to the MOVEit Transfer
site.

o If connectivity issues are experienced, please work with your organization’s technical team to ensure that port 22 to the appropriate
BLUE CROSS VT site (moveit.bcbsvt.com) is open.
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o Copy and move files with WinSCP

o Drag

and drop files using your mouse to upload or download files
Once logged in, the folders you have access to will appear on the right side panel. Select the drop down menu as shown to

update the display of folders if you do not see all the folder that you expect.
Upload to BLUE CROSS VT - Use your mouse to drag and drop files from folders on your computer (left panel) to your folders

at BLUE CROSS VT (right panel)
Download from BLUE CROSS VT - Use your mouse to drag and drop files from your folders at BLUE CROSS VT (right panel) to

folders on your computer (left panel)

v, Home NI o<t bebsvt.com - WinsCP - O X%
Local Mark Files Commands Tabs Options Remote Help

e 5 @ syncheonze B = ! Queue =  Transfer Settings Default - o

3 Pmoveitbcbsvtcom X BE NewTab «

WClocalDisk =~ [T~ ~ 28 *- - w25 [ FindFiles

New =+ [+ v New~ [+

(=)

Name . Size Type Changed Size Changed Rights QOwner 8
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o Other actions menu

Right click on selected files for a menu of other options such as delete or rename

" Open
Edit 3
@ Download... F5|k
E9 Duplicate... Shift+F35
“ MoveTo.. Shift+F6
# Delete Fa
|—_-| Rename F2
Copy to Clipboard Ctrl+C
File Custom Commands k
File Marmes k
[y Properties F9
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o SFTP Client tools supported by MovelT

o Supported Secure FTP/SSL Clients
= Secure FTP clients using FTP over SSL:

MOVEit Freely (free command-line)

MOVEit Automation (Central) (Supported Versions) (w/Admin& Web Admin)

WS_FTP Professional and WS_FTP Home (GUI, version 7 and higher, Windows) (version 12 and higher)
SmartFTP (GUI, version 1.6 and higher, Windows)

SmartFTP (free GUI, version 1.0 and higher, Windows)

Cute FTP Pro (GUI, version 1.0 and higher, Windows)

BitKinex (GUI, version 2.5 and higher, Windows)

Glub FTP (GUI, Java 2.0 and higher)

FlashFXP (GUI, version 3.0 and higher)

IP*Works SSL (API, Windows, version 5.0)

LFTP (free command-line, Linux, Unix, Solaris, AlX, etc.)

NetKit (command-line, Linux, Unix, Solaris, etc.)

SurgeFTP (command-line, FreeBSD, Linux, Macintosh, Windows, Solaris)

C-Kermit (command-line; v8.0+, AIX, VMS, Linux, Unix, Solaris)

AS/400 native FTPS client (0S/400 minicomputer)

2/0S Secure Sockets FTP client (z/OS mainframe)

TrailBlaxer ZMOD (OS/400 minicomputer)

NetFinder (GUI, Apple)

Sterling Commerce (batch, various)

Tumbleweed SecureTransport (4.2+ on Windows, batch, various)

Cleo Lexicom (batch, various)

bTrade TDAccess (batch, AlX, AS/400, HP-UX, Linux, MVS, Solaris, Windows)

cURL (command-line, AIX, HP-UX, Linux, QNX, Windows, AmigaOS, BeQS, Solaris, BSD and more)
South River Technologies "WebDrive" (Windows "drive letter" - requires "passive, implicit and 'PROT P'" options)
Stairways Software Pty Ltd. "Interarchy" (Mac "local drive" and GUI )
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o Supported Secure FTP/SSH (and SCP2) Clients
= MOVEit has been tested against the most popular secure FTP clients using FTP over SSH as well:

OpenSSH sftp for *nix (free command-line, Unix - including Linux and BSD, password and client key modes)
OpenSSH for Windows (free command-line, Windows, password and client key modes)

OpenSSH sftp for Mac (preinstalled command-line, Mac, password and client key modes)

OpenSSH sftp for z/OS (part of "IBM Ported Tools for z/0S", z/OS 1.4+, password and client key modes)
Putty PSFTP, (command-line, Windows, password and client key modes)

WS_FTP (GUI, Windows, version 7.0 and higher; version 7.62 has a compression-related bug which prevents it from
uploading large, highly compressible files)

BitKinex (GUI, version 2.5 and higher, Windows)

F-Secure SSH (command-line, 3.2.0 Client for Unix, password and client key modes)

FileZilla (GUI, Windows)

SSH Communications SSH Secure Shell FTP (GUI, Windows, password and client key modes; requires setting # of transfers to
1)

SSH Tectia Connector (Windows)

SSH Tectia Client (Windows,AlX,HP-UX,Linux,Solaris)

J2SSH (free Java class - requires Java 1.3+)

Net::SFTP - Net::SSH::Perl (free Perl module for Unix)

MacSSH (GUI, Mac, password mode only)

Fugu (free GUI, Mac, password mode only)

Cyberduck (free GUI, Mac, password and client key modes)

Rbrowser (GUI, Mac, password mode only)

Transmit2 (GUI, Mac, password and client key modes)

gftp (GUI, Linux, password and client key modes)

Magnetk LLC sftpdrive (Windows "drive letter", password mode only)

South River Technologies "WebDrive" (Windows "drive letter", password mode only)

Cyclone Commerce Interchange (Solaris, client key mode only)



BlueCross BlueShield
@ @ of Vermont

An Independent Licensee of the 8lun Cross and Blue Shaeld Axzociation

f ® =& in bluecrossvt.org

Connect to MOVEit Transfer using SFTP

Stairways Software Pty Ltd. "Interarchy" (Mac "local drive" and GUI, password mode only)

Miklos Szeredi's "SSH FileSystem", a.k.a. "SSHFS" (*nix "mount file system" utility, password and client key modes; requires
OpenSSH and FUSE)

Tumbleweed SecureTransport (4.2+ on Windows, batch, various)

Note: Two of the clients above, (OpenSSH for Windows & SSH Communications), are capable of uploading files using
multiple independent threads which may send blocks of data non-sequentially. This mode is not supported by MOVEit SSH
and should be disabled using the "-R1" command-line option.

o SCP clients
= MOVEit has limited connectivity for some SCP clients. This list of clients is limited to those that implement the SCP2 protocol,
which uses SFTP as its underlying transfer mechanism.
= The SCP protocol is a combination of the Remote Copy Protocol (RCP) and the Secure Shell (SSH) protocol.

e PSCP, (command-line, Windows, password, and client key modes)
e F-Secure SCP2 (command-line, 3.2.0 Client for Unix, password, and client key modes)
e  WinSCP (command-line; SFTP mode)



. () BlueCross BlueShield
® \Y of Vermont

An Independant Licensee of the 8lun Croas and Blue Shald Aszociation

f ® =& in bluecrossvt.org

Connect to MOVEit Transfer using SFTP

o WinScp download hints and tips
o Click on the link to open the website
o Click the DOWNLOAD WINSCP button as shown below

EETETED

"8 WinscP
E]

Foom STTT B (61 et CTY sy o W

1o wews

WInSCP 6.1 Download
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o A dialog box will open
o Select a location on your computer to save the program
o Note: Check with your IT department for assistance if needed

“— v o ‘ » ThisPC » Downloads

Organize * Mew folder

Mame

B Smart Trading Cloud Date modified

Type

@ OneDrive - Personal No iterns match your search,

v [ ThisPC
. 3D Objects
I Desktop
Documents

» ‘ Downloads

Jl Music
=/ Pictures
m Videos
== ba_edm (\\na-4.bchsvt.com) (A
. Local Disk (C:)

o [] e

Search Downloads

= @

File name: | WinSCP-6.1.1-5etup.exe

Save as type: | Application (*.exe)

# Hide Folders

Save

Cancel
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o Navigate to the downloaded .exe program (Windows Explorer shown here)
o Double-click WinSCP-6.1.1-Setup.exe

File Home Share View

* u &4 cut _ x .L 75 New item = Open - [ Select all

w.] Copy path

ﬂ Easy access ~ Edit 10 select none

Pin to Quick Copy Paste - Move Copy Delete Rename New Properties
Access - E] Paste shortcut to mpy - folder p' £ History |j|:_|lr1\rert selection
Clipboard Organize MNew Open Select
<« “ 4 I s> ThisPC » Desktop »
Mame Date modified Type Size
EE# Win5CP-6.1.1-5etup.exe 8/28/2023 3:12 PM Application 0,860 KB

o Click run to start the install process

Do you want to run this file?

Name: Ch\Users\gellertt\Desktop\WinSCP-6.1.1-Setup.exe

Publisher: Martin Prikryl
Type: Application

From: C:\Users\gellertt\Desktop\WinSCP-6.1.1-Setup.exe

Run Cancel

[] Always ask before opening this file

. While files from the Internet can be useful, this file type can potentially
|\Q harm your computer. Only run software from publishers you trust.
h What's the risk?
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o Select Install for me only (check with your IT department for assistance if needed)

Select Setup Install Mode X

| 2%5 Select install mode

WinSCP can be installed for all users (requires
i administrative privileges), or for you only.

@ Install for all users (recommended)

— Install for me only

| Cancel
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o Accept the License Agreement

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

WinSCP includes functionality to collect and send nan-persanal WinSCP Usage statistics and to
automatically chedk for application updates. The only potentially personal information sent to WinSCP
iz IP addresses. Users can opt-out from using this functionality in the installer or anytime later in
WinSCP Preferences. WinSCF Usage statistics help improve future versions of WinSCP. Once sent,
usage statistics are stored for analysis (except IP addresses) and made available to the core WinSCP
team only.

Before disabling WinSCP Usage statistics, be so kind and consider that it plays very important role in
the WinSCP development. We work very hard to make WinSCP reliable and useful. We also love
impraving WinSCP with every release. And last but not least, we provide WinSCP application to you for
free and we want this to stay so! However our resources and time are unfortunately very limited. We
want to focus our effort on improving the right features for you. That is why we need to learn more
about how you use WinSCP.

If you still want to disable WinSCP Usage statistics already during installation, you may do so using
Custom installation.

Thank you!

Help Cancel
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o Select Typical installation

W Setup - WinSCP 6.1.1

Setup Type
What type of setup do you want?

(®) Typical installation {recommended)

» installs to default destination
» installs &ll components
» enables most typical features

(") Custom installation

# allows full selection of destination, compenents and features

Help Back Cancel
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o Select Commander as User interface style

etup - Win5CP 6.1.1

Initial User Settings
Please, select your preferred user interface options.

User interface style

(® Commander » two panels (left for local directory, right for remote directory)
» keyboard shortcuts like in Norton Commander (and other similar programs as
Total Commander, Midnight Commander...}
s drag & drop toffrom both panels
() Explorer « only remote directory

» keyboard shortouts like in Windows File Explorer

= » drag & drop

Help Back Cancel
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o Click Install

Setup - WinSCP 6.1.1

Ready to Install - =
Setup is now ready to begin installing WinSCP on your computer.

Click Install to continue with the installation, or did: Badk if you want to review or change any settings.

Destination location: ~
C:\Users\gellertt\AppDatalLocal \Programs \WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (gllows direct downloads, may require restart)
Pageant (S5H authentication agent)
PuUTTYgen (key generator)
Translations

Additional tasks:
Enable automatic check for application updates {recommended)
Enable collecting anonymous usage statistics
Create a desktop icon
Add upload shortout to Explorer's 'Send to' context menu
Register to handle URL addresses

Help Back Install Cancel
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o Select Finish to complete the installation and launch WinScp for first time connection

W2 Setup - WinSCP 6.1.1

Completing the WinSCP Setup Wizard

Setup has finished installing WinSCP on your computer, The application may
be launched by selecting the installed shortcuts.

Click Finish to exit Setup,

Launch WinSCP

Open Getting started page

Please consider donating to support WinSCP development.

Donate §9
Donate §19 | PayPal !

Donate $49 oy
VISA m A
About donations = = l-ﬂ — BN

reb



